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**********************Start of Change 1 **********************
[bookmark: _Toc35533756][bookmark: _Toc26887118][bookmark: _Toc19783334]K.2.7	Threats related to 5G-GUTI allocation
[bookmark: _Toc35533757][bookmark: _Toc26887119][bookmark: _Toc19783335]K.2.7.1	Failure to allocate new 5G-GUTI
-	Threat name: Failure to allocate new 5G-GUTI.
-	Threat Category: Information Disclosure.
-	Threat Description: If a new 5G-GUTI is not allocated by AMF in certain registration scenarios (i.e. after receiving Registration Request message of type "initial registration", or receiving Registration Request message of type "mobility registration update", or receiving Service Request message sent by the UE in response to a Paging message), an attacker could keep on tracking the user using the old 5G-GUTI after these registration procedures. For a CIOT UE in idle state with suspend indication, even though the UE will not initiate Service Request after receiving a paging message, if a new 5G-GUTI is not allocated, the attacker can replay the paging message multiple times, and based on the responding messages the attacker could still be able to track the UE.
-	Threatened Asset: Mobility Management data.

**********************  End of Change 1  **********************



